
 Cyber Resilience Notice COVID-19 03/04/2020 

 

As a result of the significant rise in COVID-19 related scams, over the next few months, 
the Scottish Government Cyber Resilience Unit will share important information from 
trusted sources with you. We ask that you consider circulating this information 
through your networks, adapting where you see fit. 
 
We want to amplify the authoritative guidance and information. The National Cyber 
Security Centre, Police Scotland and Trading Standard Scotland are recognised 
authorities on cyber security,  cyber-crime and scams respectively and we are working 
with them and others to: 

 identify and disseminate the latest updates on the cyber scams 

 provide advice on how to prevent or mitigate the impact of the scams and 
associated threats exploiting the COVID-19 situation. 

This first issue will point to authoritative sources where you can find further information 
and guidance.  
 
AUTHORITATIVE SOURCES 
 
National Cyber Security Centre (NCSC)  
https://www.ncsc.gov.uk/ 
 
The NCSC is the UK authority on cyber security and supports the most critical 
organisations in the UK, the wider public sector, industry, SMEs as well as the 
general public. When incidents do occur the NCSC provide effective incident 
response to minimise harm to the UK, help with recovery and learn lessons for the 
future. The NCSC has numerous advice and guidance resources available online 
and tailored to suit the needs of all sizes of organisations from sole traders to large 
corporations and also includes advice and guidance to citizens. 
 
NCSC CiSP – COVID-19 Information Sharing Group 
https://www.ncsc.gov.uk/information/cyber-security-information-sharing-partnership--
cisp- 
 
The CiSP is a joint industry and government initiative set up to exchange cyber 
threat information in real time in a secure, confidential and dynamic environment. 
The CiSP is increasing situational awareness and reducing the impact on UK 
businesses. A COVID-19 Information Sharing Group has been set up to share 
technical information to enable networks defenders to respond to COVID-19 related 
threats. 

To become a registered CiSP member you must be: 

 a UK registered company or other legal entity which is responsible for the 
administration of an electronic communications network in the UK 

 sponsored by either a government department, existing CiSP member or 
a regional Cyber PROTECT police officer or industry champion. ( Keith McDevitt 
at the Scottish Government Cyber Resilience Unit  or Graham Bye, Cisp Co-
ordinator - graham.bye@sbrcentre.co.uk-  will be happy to act as a sponsor) 

https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/information/cyber-security-information-sharing-partnership--cisp-
https://www.ncsc.gov.uk/information/cyber-security-information-sharing-partnership--cisp-
mailto:graham.bye@sbrcentre.co.uk-
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Police Scotland 
https://www.scotland.police.uk/  
 
https://www.scotland.police.uk/keep-safe/personal-safety/shut-out-scammers 
 
Police Scotland is working with a number of partners on the Shut Out Scammers 
campaign. The campaign signposts the public to relevant prevention advice and 
support services. These include: Trading Standards Scotland; Advice Direct 
Scotland; Neighbourhood Watch Alert; Age Scotland and the Scottish Fire and 
Rescue Service. 

To report a crime call 101 or in an emergency 999.  

If you have concerns about a purchase that you have made, contact Advice Direct 

Scotland on 0808 164 6000. – www.advice.scot  

Further information on dealing with scams and fraud is available from Police 
Scotland partner sites, who can offer further information, support and advice:  

 For free message alerts from key information providers regarding incidents 
and crime prevention in your area, go to Neighbourhood Watch Scotland   

 Get to know some of the most common fraud techniques in The Little Book of 
Big Scams 

 Want advice on your consumer rights? Contact Advice Direct Scotland on 
0808 164 6000 

 Are you a victim or witness to a crime looking for free, confidential support? 
Call Victim Support Scotland on 0800 160 1985 

 To report a matter to Trading Standards call 0808 164 6000 
 Report scammers and fraudsters ANONYMOUSLY at Crimestoppers 
 Care and Repair Scotland offers help and advice on assisting the aged and 

disabled to feel safe and secure in their homes 
 For safety advice and to request a free fire safety visit, Scottish Fire and 

Rescue Service 
 The Telephone Preference Service can help cut out unwanted sales, spam 

and scam phone calls 

 
Trading Standards Scotland  
https://www.tsscot.co.uk/coronavirus-covid-19/ 
 
In a time of great uncertainty and a constantly changing news cycle, there are a lot of 
misleading stories being shared online and through social media. Many of these 
stories can cause panic and distress, particularly to vulnerable people, and can 
make people more susceptible to being scammed. Trading Standards Scotland are 
addressing this through a specific COVID scams campaign pointing towards the 
trusted sources of advice and guidance on the latest scams. 
 

https://www.scotland.police.uk/
https://www.scotland.police.uk/keep-safe/personal-safety/shut-out-scammers
https://www.advice.scot/
https://member-registration.neighbourhoodalert.co.uk/91/Join
https://www.scotland.police.uk/assets/pdf/keep_safe/The-Little-Book-of-Big-Scams-Third-Edition
https://www.scotland.police.uk/assets/pdf/keep_safe/The-Little-Book-of-Big-Scams-Third-Edition
https://consumeradvice.scot/
https://www.victimsupportsco.org.uk/
https://www.tsscot.co.uk/
https://crimestoppers-uk.org/in-your-area/scotland/
https://careandrepairscotland.co.uk/
https://www.scotland.police.uk/keep-safe/personal-safety/shut-out-scammers
https://www.scotland.police.uk/keep-safe/personal-safety/shut-out-scammers
https://www.tpsservices.co.uk/telephone-preference-service.aspx
https://www.tsscot.co.uk/coronavirus-covid-19/
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Trading Standards Scotland play an important role in both raising awareness and 
enforcement. As such seek support in reporting any suspicious activity including cold 
callers or doorstep scammers, and encourage the reporting to Police Scotland on 
101, Advice Direct Scotland on 0808 164 6000 
 
Action Fraud 
https://www.actionfraud.police.uk  
 
Action Fraud is the reporting centre for fraud and cybercrime in England, Wales and 
Northern Ireland but not Scotland (where Police Scotland should be notified 
instead on 101). Whilst Action Fraud do not cover Scotland they are well placed to 
report and advise on fraudulent scams of all descriptions. The Action Fraud main 
webpage is a source of news reporting on COVID related frauds. 
   
Get Safe Online 
https://www.getsafeonline.org/ 
 
Get Safe Online is the UK’s leading source of unbiased, factual and easy-to-
understand information on online safety. The website is a unique resource providing 
practical advice on how to protect yourself, your computers and mobiles device and 
your business against fraud, identity theft, viruses and many other problems 
encountered online.  
 
Whilst not hosting COVID specific content the site contains guidance on many other 
related subjects too – including performing backups and how to avoid theft or loss of 
your computer, smartphone or tablet. Every conceivable topic is included on the site 
– including safe online shopping, gaming and dating. 
 
 
 
 
 

https://www.actionfraud.police.uk/
https://www.getsafeonline.org/
https://www.getsafeonline.org/about-us/
https://www.getsafeonline.org/about-us/

